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Report on the audit of the United Nations Volunteers Programme – Information 
and Communication Technology 

Executive Summary 

 
From 21 to 31 May 2013, the Office of Audit and Investigations (OAI) of the United Nations Development 
Programme (UNDP) conducted an audit of the Information and Communication Technology (ICT) function at the 
United Nations Volunteers programme in Bonn, Germany (UNV). The audit covered the relevant activities of UNV 
during the period from 1 January 2012 to 30 April 2013. The last audit of UNV was a management audit that 
covered programme and operations areas and was conducted by OAI in 2010. 
 
The audit was conducted in conformance with the International Standards for the Professional Practice of Internal 
Auditing. These Standards require that OAI plan and perform the audit to obtain reasonable assurance on the 
adequacy and effectiveness of the governance, risk management and control processes. The audit includes 
reviewing and analysing, on a test basis, information that provides the basis for the conclusions and audit 
results. The audit followed the Control Objectives for Information and Related Technology Framework (COBIT), 
which is a globally recognized framework for the governance and management of enterprise IT, developed by 
the Information Systems Audit and Control Association. 
 
Audit rating 
 
OAI assessed the UNV ICT function as partially satisfactory, which means “Internal controls, governance and 
risk management processes were generally established and functioning, but needed improvement. One or 
several issues were identified that may negatively affect the achievement of the objectives of the audited entity.” 
Ratings per audit area and sub-areas are summarized below. 
 

Audit Areas 
Not Assessed/ 

Not 
Applicable 

Unsatisfactory Partially 
Satisfactory 

Satisfactory 

     
1. ICT governance      

1.1 Strategic alignment 
1.2 Value delivery 
1.3 Risk management 
1.4 Resource management 
1.5 Performance measurement 

Partially Satisfactory 
Partially Satisfactory 
Satisfactory 
Satisfactory 
Satisfactory 

2. ICT general controls     

2.1 Change and patch management controls 
2.2 Identity and access management 
2.3 Business continuity management 
2.4 ICT project management 
2.5 Information security management 

Satisfactory 
Satisfactory 
Satisfactory 
Satisfactory 
Satisfactory 

 
 
Key issues and recommendations 
 
The audit raised 4 issues and resulted in 5 recommendations, of which 3 (60 percent) were ranked high (critical) 
priority, meaning “Prompt action is required to ensure that UNDP is not exposed to high risks. Failure to take 
action could result in major negative consequences for UNDP and may affect the organization at the global 
level.”  
 




